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DOCUMENT APPROVAL PROCESS

This draft Smart Grid Regulatory Framework shall be approved by the Board of the Energy Regulation
Board (ERB) upon incorporation of stakeholders’ comments as per proposed roadmap tabulated

below:

Tasks and Timelines

S/No. Task/Activity Proposed Timeline

l. Appointment of ad hoc Technical Committee March 2025

2. Draft and Approval of ToRs March 2025

3. TC Inception Meeting March 2025

4. Literature Review April/ May 2025

5. First Draft and Management Review of the Framework May/June 2025

6. Publication for Stakeholder Comments September 2025

7. Review and Incorporation of Stakeholder Comments September 2025

8. Submission to the Board for Approval September 2025

9. Approved Framework Gazetted into Guidelines October/November 2025

The ERB is committed to ensuring a transparent and efficient ESI that benefits all stakeholders.
ERB urges all interested parties to participate in formulating responsive Regulatory frameworks

in Zambia.



1. ABBREVIATIONS AND ACRONYMS

Unless the context otherwise requires, for the purpose of these Regulations, the following shall
apply:

Al Artificial Intelligence

AMI Advanced Metering Infrastructure

APM Asset Performance Management

CPS Cyber Physical Systems

DSM Demand Side Management

DNSP Distribution Network Service Providers

EU European Union

ERB Energy Regulation Board

Framework Smart Grid Regulatory Framework

ICT Information and Communication Technologies
IPS Interconnected Power System

NCC National Control Centre

R&D Research and Development

TNSP Transmission Network Service Providers
UNZA University of Zambia

SGRF Smart Grid Regulatory Framework

VRES Variable Renewable Energy Sources
WAMPACS Wide Area Monitoring, Protection and Control Systems



2. INTRODUCTION
2.1 PoLicYy BACKGROUND

Given the specific Policy Objective 2 of the National Energy Policy, 2019' (NEP 2019) which aims
to strengthen Regulatory Frameworks to better respond to the Country’s energy needs, the
Energy Regulation Board (ERB) has developed the Smart Grid Regulatory Framework (SGRF).
This Framework is designed to facilitate the decentralization of energy systems and support

Zambia’s energy transition to modern, efficient, and climate resilient electricity infrastructure.

The Zambian Government’s targets on Variable Renewable Energy Sources (VRES) — primarily
solar and wind generation are set to significantly increase to improve the generation mix, as
outlined in the Integrated Resource Plan (IRP) for the Power Sector. According to the IRP, VRES
provides 3%, 33% and 45% of grid capacity in the years 2023, 2030 and 2050, respectively.
Effectively delivering on these targets will require not only an appropriate investment in electricity
generation, transmission, and distribution infrastructure but also a fundamental shift in the
philosophy of network operation through the development of a smart grid. This, in turn, will
necessitate new regulatory frameworks to govern the operation and development of smart grids
in Zambia. Such grids have been successfully deployed by several countries to enhance the

dependability, sustainability, and efficiency of their Interconnected Power Systems (IPS).

This Framework will underpin the implementation of Zambia’s Smart Grid Roadmap, which was
adopted in the National Energy Compact (aligned with Vision 2030) at the Mission 300 Africa
Energy Summit. The Compact aims to diversify energy sources, strengthen energy security, and

foster socioeconomic growth and climate resilience by 2030.

2.2 WORKING DEFINITION OF SMART GRIDS

In this consultation paper, we will adopt the definition of smart grids generally used in Europe

defined as:

“Electricity networks that can intelligently integrate the behaviour and actions of all users

connected to it — generators, consumers and those that do both — in order to efficiently deliver

sustainable, economic and secure electricity supplies”.?



Figure | presents the simplified overview of the envisioned transition of the European Union (EU)
electricity network from 1990 to 2030 through to 2050. The long-term goal of the EU is to
achieve a climate neutral economy, with the energy industry at its heart.

1990 Traditional network & market state

power flow { distribution
Electricity market participation tariffs
o e
w - more flexibility on EU market
L - emissions limit for power plants
O - consumer empowerment in the electricity market
' - risk preparedness plans

2030 Mid-term state of envisaged energy industry

e

power flow

Long-term strategy
- smart meter network infrastructure
- maximising energy efficiency
v - comprehensive electrification coupled with RE etc.

2050 Long-term transition goal

@

———»timeline @Iegal framework

Figl: Simplified overview of the envisaged transition of the EU electricity network with focus on the residential

network connection (Source: International Journal of Electrical Power and Energy Systems 134 (2022) 107361)°

! National Energy Policy, 2019, p.21
2 http://www.smartgrids.eu
3 International Journal of Electrical Power and Energy Systems
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3. REFERENCED DOCUMENTS

This Framework makes reference to relevant Government Documents that include Energy
Regulation Act, 2019, Electricity Act, 2019, NEP 2019, IRP and Vision 2030. Other documents
referenced include International Journal Publications, cases studies and academic publications.

4, BACKGROUND AND CASE STUDIES REVIEWED

A sophisticated electrical grid, known as a smart grid, utilizes modern technologies such as
information technology, communication networks, and advanced sensors to augment efficiency,
dependability, and sustainability of electricity generation, transmission and distribution. A wide
range of goals can be accomplished with this kind of grid, including grid efficiency, self-healing,
safety and security, operating resiliently against attack and climate change, accessibility, active

participation by customers and sustainability.

The intelligent grid facilitates the process of transitioning from traditional electricity to sustainable
energy sources. Smart grids enable the greater utilization of highly variable renewable energy
sources (VRES), such as wind and solar energy. The emergence of artificial intelligence (Al) has
brought about a revolutionary transformation in the energy sector, particularly in smart grids.
This technological advancement has led to improved efficiency, reduced costs, and a more

sustainable approach to the generation, transmission and distribution of power.

To gain a deeper understanding of the potential impact of smart grids and Al on IPS, we delved
into some literature review. The defining characteristic of a smart grid lies in its capacity to
support a multitude of generation and storage options, facilitate the introduction of new services
and markets, cater to diverse power requirements, optimize asset utilization and efficiency, and

possess resilience in the face of climate change.

In Figure 2, we demonstrate a smart grid applications.
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Fig 2: Smart gl"id applications (Source: Introduction to Smart grids and the need for green solutions®)

Smart grids are actively advocating for the adoption of ecofriendly solutions to foster energy
efficient practices. The core essence of smart grids revolves around the promotion of energy
efficiency through environmentally friendly solutions. This entails the utilization of energy efficient
technologies and the exploration of avenues to maximize energy efficiency in a comprehensive
manner. The incorporation of environmentally friendly green solutions into smart grids is of
utmost importance in establishing a sustainable and resilient energy system capable of effectively

addressing both present and future challenges.

4.1 CASE STUDIES REVIEWED
411 EXAMPLES OF SUCCESSFUL IMPLEMENTATION OF SMART GRIDS

Smart grids have been successfully deployed by several nations and utilities to enhance the

dependability, sustainability, and efficiency of energy systems. In this Framework, a number of

*Introduction to smart grid and the need for green solutions
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effective instances of smart grid applications were reviewed and the following case studies® are

examples of successful cases:

In the city of Austin, Texas, the municipal utility, Austin Energy, has implemented a
comprehensive smart grid system referred to as “Smart Grid 2.0.” This system
encompasses demand |4 Green Machine Learning and Big Data for Smart Grids
response programs, distribution automation, and Advanced Metering Infrastructure
(AMI) featuring over 400,000 smart meters. As a result of this initiative, the reliability

of the grid has been enhanced, enabling consumers to utilize energy more efficiently.

In South Korea, the ambitious smart grid project known as the “Jeju Smart Grid Test-
Bed” has been implemented on Jeju Island. This project integrates renewable energy
sources, grid automation, energy storage, and infrastructure for Electric Vehicles
(EVs). Its implementation has proven successful in reducing carbon emissions and

enhancing the energy security of the island.

Furthermore, the capital city of Sweden, Stockholm, has initiated a smart grid initiative
called “Sustainable rasta,” which incorporates advanced metering, demand response,
and microgrid technology. Aside from improving the stability of the grid, this project

has significantly decreased energy consumption and greenhouse gas emissions.

In Singapore, the country's public utility, SP Group, has established a smart grid
referred to as the “Singapore Smart Grid,” which encompasses demand-side
management, automated distribution, and smart meters. This program has effectively

improved the reliability of the grid and enhanced demand response.

Oslo, Norway has also implemented a smart grid project known as “Smart Oslo,”
which integrates advanced metering, demand response, and energy management

systems. This initiative has resulted in reduced emissions and improved energy usage.

5 Introduction to smart grid and the need for green solutions, p.14-15
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41.2 ANALYSIS

In view of the foregoing, the significance of smart grids and sustainable energy solutions cannot
be overstated, as it is crucial to transition towards sustainable energy sources amidst the
multitude of global and regional challenges we currently face in Zambia, including climate change,
environmental degradation, and energy security. To accomplish smart grids that are sustainable
for the future, it is imperative to prioritize ingenuity, cooperation, and positivity on our journey.
Smart grids play a crucial role in establishing a sustainable future as they represent a significant

transformation in the manner in which we generate, transmit, distribute, and utilize energy.

Collaborative efforts involving Government Agencies, Utilities, Licensees, Academia, End Use
customers and individuals, among other key stakeholders, are essential in expediting the shift
towards sustainable energy sources such as solar and wind. Therefore, to facilitate the utilization
of renewable energy, it is crucial to establish this Framework and Smart Grid Policy that support

the implementation of Zambia’s Smart Grid Roadmap.

In 2018, research by the Brazilian Association of Electric Power Distribution Companies
(ABRADEE)®, by means of a wide-ranging study concerning distributors, institutes of science and
technology and universities with Research and Development (R&D) resources of the Brazilian
Electricity Regulatory Agency (ANEEL), revealed that the total investment for the implementation
of Smart Grid projects in Brazil may vary from R$46 billion (Reais-Brazilian currency) in a

conservative scenario to R$91 billion for the accelerated one.

It was estimated that more than 200 Smart Grid projects were under development, focusing on
initiatives in the generation, transmission, and distribution segments. These involved
approximately 450 institutions, more than 300 suppliers, 126 research centers, and 60 public
service companies as well as universities, ministries, and regulatory agencies that were focusing
on the deployment and implementation of aspects such as intelligent metering, distributed

generation, automation, storage, telecommunication, customers services, etc.

6 Case Studies in saving electricity in Brazil, p.195
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In Germany, research’ revealed that large customers were equipped with intelligent metering
systems first, before customers with less power consumption get the systems. The smart
metering infrastructure enables grid operators and suppliers to implement new use cases that
have not been possible before. As the smart grid infrastructure is highly regulated, the roles and
concepts of the relevant components within the infrastructure are well defined and the
communication channels specified as well as the underlying security requirements. The study
found that one main advantage of the designed overall system is that even players from outside
the energy industry can use the infrastructure. From a smart grid point of view, more applications
regarding smart home applications and smart city concepts are possible but still have to be
developed. They might show the full potential of the support that the smart metering

infrastructure might offer to the smart grid.

The analysis concluded that an advanced infrastructure such as the smart metering infrastructure
as part of the smart grid offers new possibilities for controlling and influencing many customers.
High security requirements and extensive regulation have been developed in order to raise the
acceptance of the customers for the system. Once widely installed, the infrastructure might be
used to unleash the flexibility that is within the customer’s energy consumption and therefore
might support grid operators by keeping the frequency within a smart grid with a high number of

decentralized energy sources.

5. OBJECTIVES OF SMART GRID REGULATIONS
The specific objectives of these regulations are as follows:
i.  To address Technical, Economic, and Regulatory challenges in Smart Grid deployment.

ii.  Aligning the implementation of Smart Grid Roadmap with the NEP 2019, Smart Grid

Policy (under development by the Ministry of Energy) and International Best Practices.

iii. To enable integration of various smart grid technologies and measures to bring about

economic, efficiency improvement in generation, transmission and distribution licensee

7 Smart grid digitization in Germany by standardized advanced metering infrastructure and green button, p.347
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operations, manage the transmission and distribution networks effectively, enhance

network security, integrate renewable and clean energy into the grid and micro grids.

iv.  The objectives also include enhancing network visibility and access, promoting optimal
asset utilization, improving consumer service levels thereby allowing for participation in
operations of Transmission Network Service Providers (TNSPs), Distribution Network
Service Providers (DNSPs) through greater technology adoption across the value chain in
the Electricity Sub-sector and particularly in the transmission, distribution and supply

segments.

6. IMPORTANCE AND NEED FOR SMART GRID REGULATORY FRAMEWORK

Present network regulatory approach heavily incentivizes investment over operational
alternatives, which is a significant barrier to the application of innovative technically effective and
economically efficient solutions that can enhance the utilization of the existing network. This may
include advanced system management techniques, for example, application of coordinated special
protection schemes, coordinated corrective power flow and voltage control techniques
supported by wide area monitoring, protection and control systems (WAMPACS), application of
advanced maintenance techniques, application of advanced decision making tools etc., including
wider use of various non-network solutions, particularly demand and generation in controlling
the network in both preventive and corrective mode. Network designers and operators are
incentivized to consider asset heavy solutions and are not rewarded adequately for releasing
network through potentially more efficient non-asset solutions. If the present regulatory
approach is updated to incentivize network operators to maximize the benefit of the network-
to-network users, this will facilitate faster and more efficient connection of low carbon generation

and optimized grid investment.

Figure 3 illustrates the need for Smart Grid Regulations as presented by the National Smart Grid

Mission, by the Government of India.
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Fig. 3: Transition of roles and actors in prosumer-based power system (Source: National Smart Grid

Mission, by the Government of India)

The non-existence of SGRF is incompatible with the concept of Smart Grid. Under the Smart
Grid Roadmap for Zambia®, the grids of today will not support the energy goals of the future
without new tools for supervision, control and optimization. It is therefore proposed that a Smart
Grid needs then to be smart enough to adapt to increasing constraints, and still being reliable,
efficient (low losses, few outages, profitable) and sustainable. The new grid in smart grid should
possess the following attributes:

= Smarter: Enhances customer experience

= Stronger: Improve resiliency and security

= Greener: Increases renewable energy integration.

In academic research report to the Faculty of Engineering and Built Environment, University of
the Witwatersrand, Alfred (2022)° indicated that many cities are experiencing an increase in
urbanization and population growth which has resulted in escalating energy consumption

accompanied by grid-supply constraints as well as price volatility. Given this scenario, there is an

8 Smart Grid Roadmap for Zambia Final Draft Report, p. 40

9 Alfred Phiri (2022): A research report submitted to the Faculty of Engineering and the Built Environment,
University of the Witwatersrand, Johannesburg, in partial fulfilment of the requirements for the degree of Master
of Architecture in Sustainable and Energy Efficient Cities.
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expanding customer base as well as a need for diversified generation and distribution options.
Such a dynamic scenario should be leveraged to catalyze the adoption of smart-grid technologies

which would allow utilities and consumers the agility to adapt to these changing market dynamics.

6.1 ENVIRONMENTAL IMPACTS OF SMART GRID

Smart grids have the potential to produce many environmental benefits. On the other hand, smart

grids are also vulnerable to specific environmental conditions.

6.1.1 POSITIVE ENVIRONMENTAL IMPACTS TO CONSIDER
Smart grids facilitate enhanced management of electricity demand, leading to a more effective

utilization of resources. Consequently, this engenders a heightened level of energy efficiency. As
a result, there may be a decline in overall energy consumption and a mitigation of greenhouse gas
emissions. Smart grids assume a pivotal role in the integration of renewable energy sources such
as solar and wind power. By effectively regulating fluctuations in the generation of VRES, smart

grids possess the capacity to enhance the dependability and stability of electricity supply.

Additionally, smart grids have advanced capabilities for monitoring and control that lower
transmission and distribution losses. As a result of this increase in efficiency, less energy is wasted,
which lessens the impact on the environment. This augmentation in efficiency culminates in a
reduction of energy wastage and, consequently, a diminished environmental impact. Smart grids
can effectively support the increasing popularity of EVs by optimizing charging locations, thereby
facilitating seamless integration. This, in turn, aids in the efficient distribution of the additional
load, while simultaneously promoting the employment of renewable energy for charging

purposes.

6.1.2 NEGATIVE ENVIRONMENTAL IMPACTS
Smart grid technologies necessitate the utilization of electronic components and devices, which

gives rise to the generation of electronic waste. As technology continues to progress, concerns
may arise regarding the accumulation of electronic waste, thereby emphasizing the imperative for
efficient recycling and disposal methods to mitigate environmental repercussions. Information and
Communication Technologies (ICT) consume energy when implemented in smart grids. While
the advantages of grid optimization and efficiency might surpass energy consumption, it is essential

to also consider the environmental impact of the supporting infrastructure. The manufacturing of

14



technology components for smart grids necessitates the extraction and processing of raw
materials, which could lead to environmental consequences. It is of utmost importance to
prioritize sustainable sourcing and recycling practices to mitigate these consequences. The
escalating reliance of smart grids on digital technologies introduces cyber security risks. In the
event of a successful cyber-attack, it has the potential to disrupt the grid's operations and
potentially result in environmental ramifications, particularly if critical infrastructure is

compromised.

6.1.3 MITIGATION STRATEGIES
In order to address the environmental effects at every stage, including at production and end-of-

life disposal, a thorough assessment of smart grid technologies across their lifecycle is crucial. It
is imperative to prioritize the integration of sustainable energy sources into the infrastructure of
smart grids, so as to diminish reliance on fossil fuels and mitigate greenhouse gas emissions. To
address the concern of electronic waste, it is recommended to establish and enforce Policies that

ensure responsible recycling and disposal of smart grid components.

Figure 4 presents the mitigation strategies in smart grid as presented by Namasivayam et al in his

paper “Introduction to smart grid and need for green solutions'®”

10 Introduction to smart grid and the need for green solutions, p.9
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Figure 4: Mitigation Strategies in smart grid

7. ROLES AND RESPONSIBILITIES OF KEY STAKEHOLDERS IN SMART GRID DEPLOYMENT

IN ZAMBIA

A successful smart grid implementation in Zambia requires clear roles and responsibilities. Proper
pricing signals must be established to reflect real market value for consumer participation,

ensuring benefits are equitably shared among all network users.

In formulating the Roadmap, the following key stakeholders, among others, were identified and

consulted:

S/N INSTITUTION/ ORGANISATION ROLE

Ministry of Energy - Department of Energy (DOE)

Policy Formulation

Energy Regulator in Zambia

.
2. Energy Regulation Board (ERB)
3 ZESCO Limited

integrated

National Utility — Vertically
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Zambia Information and Communications Technology
Authority (ZICTA)

Telecommunications Regulator
in Zambia

6. Zambia Chamber of Mines End Use Customer
representatives

7. Zambia Bureau of Standards National Standards Body

8. University of Zambia/ Copperbelt University Academia

9. Engineering Institution of Zambia (EIZ) Engineering accreditation body

0. | Industrial Development Corporation (IDC)

North-Western Energy Corporation (NWEC) Limited

Power Distributor

4. | Rural Electrification Authority (REA) Rural Electrification

I5. | Zambia Chamber of Commerce and Industry (ZACCI) Representative of Large Power
Consumers

6. | Zambia National Farmers Union (ZNFU) Farmers Representative

7. | Zambia Association of Manufacturers (ZAM) Manufacturer’s Representative

9. | Ministry of Local Government Local Authority Ministry
20. | Zengamina Power Limited Independent Power Producer —
Generator
21. | Zambia Renewable Energy Association (ZARENA)/ Solar | RE/Solar Representative
Industry Association of Zambia

24. | Grid Code Technical Committee (GCTC)/Distribution Grid Code Implementation
Grid Code Committees
25. | Smart Zambia Institute Smart Zambia

Source: Smart Grid Roadmap p.39-40
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7.1 MINISTRY RESPONSIBLE FOR ENERGY

Policy Formulation: The primary role of the ministry is to spearhead the development and

formulation of relevant Policies (such as NEP, 2019) for implementation in the Energy Sector.

7.2 ROLE OF REGULATORS

Regulatory aspects: Under the identified projects in the Roadmap (4.13.1 Sub- Project 29a,
p.132), supporting regulatory frameworks will need to be developed and aligned to address

specific smart grid requirements.

7.3 ESI LICENSEES AND CONSUMERS

As the main role of Licensees is to ensure the overall implementation of the Roadmap, several
projects have been identified, among them, enhancement of automation at generation plants,
hydro generation forecast tools, replacement of electromechanical/static protection relays, Asset
Performance Management (APM), upgrade of National Control Centre (NCC), Distribution
Control Centres, online monitoring of transmission critical assets, implementation of CCTV in
main substations. Smart metering. Other projects for consumers are Demand Side Management

(DSM) to be implemented in two ways: Demand Response or Energy Efficiency optimization.

7.4 ACADEMIA

Research and Development: The Roadmap has identified Educational Power System Project

at UNZA (Project 30, p.133) as a key project under Academia to support R&D.

7.5 OTHER KEY STAKEHOLDERS

Other key stakeholders should tackle Cybersecurity issues, smart charging of EVs, update of

Transmission Master Plan, optimization of transmission lines, among projects in the Roadmap.
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8. CHALLENGES IN SMART GRID DEPLOYMENT = LACK OF SMART GRID POLICY

In an academic research report submitted to the Faculty of Engineering and the Built Environment,
University of the Witwatersrand, Johannesburg, Alfred'' (2022) cited the work of Brown and
Zhou (2013), who observed on that the widespread deployment of the smart grid remains highly
limited. Alfred noted that Brown and Zhou link the key challenges to ineffective policies that
inhibit smart grid deployment. A major constraining factor in deploying a smart grid is the high

upfront cost, which delays the realization of benefits for many years.

Without effective policies to guarantee investment recovery, the adoption process is often
delayed or non-committal over a lengthy period. Furthermore, privacy concerns raise questions
about consumer rights protection and the need for appropriate policies governing capture and
use of customer data. These Policy uncertainties also negatively impact the willingness to adopt

Smart Grid Roadmaps for modernizing electrical infrastructure networks (Brown and Zhou,

2013).

Based on the foregoing research findings, the development of a dedicated Smart Grid Policy is
not merely beneficial but essential for the success of the SGRF in Zambia. Such a Policy would
directly address the critical barriers of high upfront costs, investment uncertainty, and data
privacy concerns identified in the research. By providing a clear, secure, and incentivizing strategic
direction, a robust Policy will unlock the necessary investments and foster the stakeholder
confidence required to accelerate Zambia's energy transition, ensure the security of its electricity

infrastructure, and fully realize the socioeconomic benefits of a modern smart grid.

9. CYBER SECURITY OF CRITICAL INFRASTRUCTURE

In a smart grid system with load uncertainties and the integration of VRES, an effective frequency
control strategy is necessary for generation and load balancing. Cyber-attacks are emerging

threats, and smart grid systems are typical cyber-attack targets. According to Vallante'” et al

11 Alfred Phiri (2022): A research report submitted to the Faculty of Engineering and the Built Environment, University
of the Witwatersrand, Johannesburg, in partial fulfiiment of the requirements for the degree of Master of
Architecture in Sustainable and Energy Efficient Cities. P.42

12 vallant, H.; Stojanovi'c, B.; BoZi’c, J.; Hofer-Schmitz, K. Threat Modelling and Beyond-Novel Approaches to Cyber
Secure the Smart Energy System. Appl. Sci. 2021, 11, 5149. https://doi.org/ 10.3390/app11115149
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(2021), a Smart Grid represents an enhanced energy supply network that relies on Information
and Communication Technologies (ICT) for enhanced energy supply services. It offers greater
efficiency than traditional grids, where the latter’s centralized one-way flow direction is replaced

with two-way communication and energy flows.

Maglaras" et al (2021) defined critical infrastructures as vital assets for public safety, economic
welfare, and the national security of nations. Vulnerabilities of critical infrastructures have
increased with the widespread use of information technologies. As Critical National
Infrastructures such as electricity infrastructure are becoming more vulnerable to cyberattacks,
their protection becomes a significant issue for Utilities, ZICTA as well as DPC. The risks of
continuing operations from failing to upgrade ageing infrastructures or not meeting mandated
regulatory regimes are considered higher given the demonstrable impact of such circumstances.
Due to the rapid increase in sophisticated cyber threats targeting critical infrastructures with
significant destructive effects, cyber security of critical infrastructures has become an agenda item

for academics, practitioners, and policy makers.

In recent years, with the development of smart grids, cyber-attacks, especially those targeting
systems that keep or process sensitive information, are becoming more sophisticated and
destructive. Cyber-attacks on smart grids, smart mobility and smart homes are steadily increasing
at a quickening pace. The targets for cyber-attacks are steadily changing from traditional systems
to cyber-physical systems (CPS). Attacks to such critical systems include penetration to their
network and the installation of malicious tools or programs that can reveal sensitive data or alter
the behaviour of specific physical equipment. A holistic view, which covers technical, policy,
human, and behavioral aspects, is essential to handle the cyber security of critical infrastructures

effectively.

Maglaras (2021) concluded that besides technological challenges for secure smart grid systems,
regulatory implications must be considered as well. Initially, the centralized structure of the

electric system left the grid exposed to damage in terms of security and safety. The progressing

13 Maglaras, L.; Kantzavelou, |.; Ferrag, M.A. Digital Transformation and Cybersecurity of Critical Infrastructures.
Appl. Sci. 2021, 11, 8357. https://doi.org/10.3390/ app11188357
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use of ICT results in greater diversity and a decentralized system structure. For this sake, a

common Framework for critical infrastructure is needed.

10. SMART GRID DIRECTIVES TO ALL LICENSEES

To ensure the implementation of the Smart Grid Roadmap for Zambia, the following directives

are hereby issued for all licensees in the Electricity Supply Industry (ESI):

DIRECTIVE |: It is hereby directed that all Licensees shall formulate and implement smart grid
programs in line with the timelines provided for in the Smart Grid Roadmap for

Zambia.

DIRECTIVE 2: It is hereby directed that all Licensees shall undertake the cost effectiveness

assessment of smart grid programs.

DIRECTIVE 3: It is hereby directed that all Licensees should monitor and report to the ERB the

implementation of Smart Grid Plans and Programs.

DIRECTIVE 4: It is hereby directed that all Licensees shall engage their customers and ensure
their participation in smart grid programs. Customer data protection must be

guaranteed.

DIRECTIVE 5: It is hereby directed that all Licensees shall formulate methodologies for setting

Smart Grid Plans and funding levels.

DIRECTIVE 6: It is hereby directed that all Licensees shall adhere to database development

framework and information system requirements.
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